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SEO POISONING
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HEADER CHECK

erver:

Date: Tue rebd ZU,
ontent-Type: texXt/l
ontent-Length: 1l

onnection: keep-alive
-Content-Type-Options: nosniff
-Frame-Options: SAMEORIGIN
-XSS-Protection: 1; mode=block
Last-Modified: Tue, 30 Dec 2025
Tag: "6e-6472744951b3c"
Accept-Ranges: bytes
trict-Transport-Security:
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SQL INJECTION

https://websiteA/welcome

Database

username

D Input text

password

Login

Execute
@ Concatenate them S

Into a query string.

querystr = + U ername +

+ password +

allasrkawiutdu “0OR 1=1 --'"
2:[AQUERYSTR = """ SELECT * FROM USERS WHERE USERNAME = 'JACK' AND PASSWORD =" 0OR 1=1 -0




SQL INJECTION
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QL INJECTION + XSS

USER_ID

s
=
i3

q

=

£ AR@an @ au

draan @ au ()&&!7

Aaan @ au "%>dfb<%=98991"97996%>xca
Raan @ au " Yeydb{{96991797996}xca
maan @ au ")db@(98991*97996)xca

&7 uily
&7 uily
&7 ur'la
o7 Wil

&7 uAly
o7 wily

&7 uAly
o’ Uil
&7 ui'la
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&7 il
&7 WAl
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&7 un'ly
57wl
&7 uily
&7 WAl
&7 ur'la
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&7 uily

M+ M+ M+ M+
4 4 r

maan @ au "+ 'A".concat(f0-3).concat(22"4) concat(103).concat...

M+

t

maan @ au "+ A’ .concat(70-3).concat(22*4).concat(106).concat...

M+

M+

maan @ au "+ A'.concat(70-3).concat(22*4) concat{107).concat. ..
maan @ au "tresponse.write(925843979224371)+"
maan (@ au +response.write(973221579234094)+"
maan @ au "+response write(991237379292660)+"

M+ M+ M+
r t 4

|

maan @@ au -gethostbyname(lc("hithv"."dbgqlpgm291f8 bxss.me....

maan @ av gethostbyname(lc("hittk" "phxzisgl9153f bxss. me.._.

M+

]

maan @ au .gethostbyname(lc("hitub™ "hheybxgfl2f59 bxss.me...
maan @ au "98991797996"98991*97996

rman @ au "printimd5(31337)).5a="

maan @ au "dib__${98991797996}_ - x

maan @ au “print("dfb” . 98991797996 . "xca");

M+ M+ M+ M+ M+
t r 4 t

e

maan @ ayu '} dibzzzzzzzzbbbcecedddeeexca” replace(’z","0")
maan @ au #{98991*97996*98991797996}

Aaan @ au Jdib#set($x=98991"97996) % {x}xca

drman @ au "Jdb#{98991797996]xca

drman @ au "jdfb#{xca}=123

M+ M+ M+ M+
r £

Do ougo0ougodooododoyuodotdodad
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SQL INJECTION
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o (3 SQL Prepare Statement \Wondwlaaane (PHP 7+)

e dwiantlu PHP 1assuaia (8.3+)

e KUUASIDIDUTDYAlUMSIVASIIY LDUS:B:

. lWiAuskarunluldanidnska Adstdndre SHA-256
kSoag1vlog PASSWORD() ta: MD5/SHA (luAag
JaoanoLad)

» AsovUolalu GET ua:z POST request 1auo

K

o Janisuaav Error uovansucduu Server tuawlu =
Production uas




SQL INJECTION

< ?php

<?php

_ $conn = mysqli_connect("localhost®, "root™, “"password®, "testdb"),;
fconn = mysgli comnect("localhost™, "root", “password”, “"testdb™); } - [ S o HEEENETE )i

TUSErname § _POST[ "username” ];

$_POST[ "password”];

FUsername § _POST[ "username" ];

fpassword

fpassword = § _POST[ "password®];

$sql = "SELECT * FROM users WHERE username = ? AND password = 2?";

$=ql = "SELECT * FROM users
$stmt = mysgli_prepare($conn, %sql);

WHERE username = '"jusername’
mysqli_stmt_bind param($stmt, "ss", $username, %password);
AND password = 'fpassword"™, _
mysgli stmt execute($stmt);
fresult = mysqli_query($conn, 3sql}; $result = mysqli_stmt_get result({$stmt);
if (mysqli_num_rows{%result) > a) { if (mysqli_num_rows{$result) > @} {

echo "Login success™: echo "Login success";
¥
} else { T else {
echo "Login failed”;

echo "Login failed®;

LuutA1 vrgcaa INJECTION Lwuulku UavaAu SQL INJECTION
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WEB APPLICATION FIREWALL
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NEXT-GEN FIREWALL
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nudunddnay wust 3 tnsaviatumsaunusulsdidovdu Ao
o Zed Attack Proxy (ZAP) aoulkaan https://www.zaproxy.org/

 WP-Scan (E‘imS‘ULSUTUdﬁ'IG WordPress) ﬁhttps://hackertarget.com/wordpress-security-scan/ ‘
e Qualys SSL Labs n https://www.ssllabs.com/ssltest/

Z AP $ WPScan Features  Pricing  Solutions ~  Vulnerabilities ~  Resources O | Login ‘
by Blog Videos Documentation Community Q O ' "
Checkmarx

It's like having your own team
Zed Attack Proxy (ZAP) ) of WordPress security experts -
¥ < Akismet Anti-spam No known vulnerabdlities
bLl Ch\BCRmar‘x Be the first to know about vulnerabilities affecting your
WordPress installation, plugins, and themes. (1) Donation plugin
" 0 |
The world’s most widely used web app s /" Hello Dolly
Get started .
scanner. Free and open source. A —— >

community based GitHub Top 1000 project
that anyone can contribute to.
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AvA1d1KSU ZAP

W) Options b 4

Search expression '3'\ #& | |Active Scan (7]
Active Scan Mumber of Hosts Scanned Concurrently:
Active 3can Input Vectors v
AJAX Spider | I | I |
Alerts 1 2 3 4 5
Anti-CSRE Tokens Concurrent Scanning Threads per Host: 218
AP Persist temporary HTTP messages.
Applications T .
Automation axmestiis 1o List 1000 <
Breakpoints Maximum Rule Duration (minutes; 0 is unlimited): VS
Call Home Maximum Scan Duration (minutes; 0 is unlimited): YE
Check for Lipdates
Client Integration Max alerts any rule can raise: 0|
Custom Payloads © Delay When Scanning (In Milliseconds): 0| o
Database
Display Note: The "Delay When Scanning” has been deprecated. See help for more details.
Encode/Decode -
Extenzions . Inject plugin ID in header for all active scan requests.
File Upload Handle anti-CSRF tokens in forms.

Forced Browse Exclude anti-CSRF tokens from the scan.

Fuzzer
Glohal Alert Filters In Attack Mode prompt to rescan nodes when scope changed.
Global Exclude LREL | In Attack Mode always rescan nodes when scope changed.
Graphtl Default Active Scan Policy: W
HTTP Sessions
HUD Aftack Mode Scan Policy: o
Insights | Allow Attack Mode to be enabled on startup.
JVM
Resetto Factory Defaults Cancel oK

aanIsus:zudama LaaqakudgAIIU




p
G

av

ANd1KSU ZAP

WY Options b 4 |
. : |

Search expression @\ 3& | IAJAX Spider %]
Active Scan Browser: HtmlUnit W
Active Scan Input Vectors
AJAX Spider Mumber of Browser Windows to Open: 4\
Alerts Maximum Crawl Depth (0 is unlimited): 6 | &
Anti-CSRF Tokens
AP Maximum Crawl States (0 is unlimited): 0| <
Applications Maximum Duration (minutes; 0 is unlimited): B0 |
Automation Event Wait Ti illi ds): 1000 <
Breakpoints vent Wait Time (milliseconds): W
Call Home Reload Wait Time (milliseconds): 1000 <
Checkfanpc!ates || Enable Browser Extensions
Client Integration _
Custom Payloads | Click Elements Once
Database Lze Random Values in Form Fields
Display Click Default Elements Only (a, button, input)
Encode/Decode
I;xtensmns Select elements to click during crawl (if not clicking on only default elements):
File Upload
Farced Browse Enabled Element i Add...
Fuzzer o 3 Modify...
Global Alert Filters vl abbr Hemove
Global Exclude URL v address
GraphCL v area Enable All
HTTP Sessions v article Disable All
HLUD : : - —
Insights Femaove without confirmation®
JVM Scope Check

Reset to Factory Defaults Cancel oK

5
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AvAIdIKSU ZAP

WY Options X

Search expression €, 3¢ | lpassive Scanner @

Forced Browse Only scan messages in scope
Fuzzer

Global Alert Filters

Global Exclude URL .
GraphQL Max alerts any rule can raise: 0

I:I Include traffic from the Fuzzer when passive scanning
Mumber of Passive Scan Threads: 4

OO0

HTTP Sessions Max body size in bytes to scan: 0

HUD Clear Queue
Insights

JVM Mote that changes to the Mumber of Passive Scan Threads are only applied when a new
JWT cession is started.
Keyboard

Language

Metwark :

OAST

FPassive Scan Rules

FPassive Scan Tags

Passive Scanner

CQluick Start Launch

Replacer

Fequester

Rule Configuration

acripts

Search

Selenium

Spider

Statistics

Value Generator

Resetto Factory Defaults Cancel OK

aqakudgAdIUILLA: CPU Na:l5
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UsysiAwuuog #1

Content Security Policy (CSP) is an added layer of
security that helps to detect and mitigate certain types
of attacks. Including (but not limited to) Cross Site
Scripting (XSS), and data injection attacks. These
attacks are used for everything from data theft to site
defacement or distribution of malware. CSP provides
a set of standard HTTP headers that allow website
owners to declare approved sources of content that
browsers should be allowed to load on that page —
covered types are JavaScript, CSS, HTML frames,
fonts, images and embeddable objects such as Java
applets, ActiveX, audio and video files.

altkauaIsmsualv

1Suavelru ua:wssasavslruis:uundIY
Jaaang 1send1 CSP gvaavarkualu HEADER
walulaAaikua

tGuwolovAu CROSS-SITE

SCRIPTING

Wi HEADER ga1alwa
HEADER.TXT huanliklundu

KAVIWUNAJDUISEA .
CURL -l HTTPS://..... ua:@nidwu




UsykIAWUUDY #2

The response does not protect against ‘ClickJacking Fkaua:dsasunly
attacks. It should include either Content-Security- :

Policy with ‘frame-ancestors’ directive or X-Frame- Suavslky uazwsisasavalkuids:uundiu
Options Jaaans 1Send1 CSP GvaavAiksualu HEADER
ualulasaikua

tGuwioUovsAu CLICKJACKING

Wi HEADER ga1alwa
HEADER.TXT huanliklundu

KAVIWUNAJDUISEA .
CURL -l HTTPS://..... ua:@nidwu




UsykiAwuuog #3

The identified library appears to be vulnerable JKQ ua-_-s‘s'ﬂ-]suﬁ'[u

eg.

https://xxxxx.su.ac.th/js/jquery.min.js Taus1s JAVASCRIPT ianiauTuua:wu3iassui
(svivadiivavlkdlkiiaislbudla

aldl

KSO

drsovvayalAaaldunvkua ua:

a1dulkaa JAVASCRIPT dailku
Vulnerable JS Library

The identified library appears to be vulnerable. awlkaanuainl ua:asipaauQ
https://XXXXxx.su.ac.th/app- Bulsdgorimulamiudndogrksalu
assets/vendors/js/pickers/dateTime/moment-

with-locales. min.js




UsykiRwuuog #4

The integrity attribute is missing on a script or link tag aumua:S‘s’msuﬁIu
served by an external server. The integrity tag :

prevents an attacker who have gained access to this d> JAVASCRIPT Tidaisasd>d HASH Btk

server from injecting a malicious content. ugalwnasiilonra REDIRECT ssaludv JS m1andu
wisuvudulsdla

Wi ATTRIBUTE INTEGRITY idaiinis

INCLUDE TWa91a REMOTE naAsv

tGinsoviionn
HTTPS://SRIHASH.ORG/
HTTPS://CDNJS.COM/LIBRARIES/SRI-
GENERATOR




UsykiAwuUog #5

Hidden file found altkauaIsmsualv
A sensitive file was identified as accessible or

available. This may leak administrative, configuration, inadniiIwataasksalwddAtys:k3wniswaun
or credential information which can be leveraged by a nowWawmalaa andwlkaawsSauiulsduiarg

malicious individual to further attack the system or . _
conduct social engineering efforts as>ddauoalwduazavlwamiunuavoon

https://xxxxxxx.su.ac.th/.DS_Store NALGSWID9S




JayK1NWUUDY #6

Absence of Anti-CSRF Tokens

cross-site request forgery is an attack that involves
forcing a victim to send an HTTP request to a target
destination without their knowledge or intent in order
to perform an action as the victim. The underlying
cause is application functionality using predictable
URL /form actions in a

altkauaIsmsualv

el &

lSU]UﬁﬁWa§un§a URL n luiddrasiaaaudtu
A1dVARTEDSY

WlukiIvaawisakaanlkrisn LOGIN o¢
avAardvunuaudvialaglusad (CSRF)

35n1sv18danaasiv RANDOM_STRING {u
nakuniduuuwasu qlu CSRF.TXT




Usyk1AWUUDY #7

HTTP to HTTPS Insecure Transition in Form Post a'][Kuua:s-S'ﬂ'lSllﬁIU
KSO ‘

Secure Pages Include Mixed Content haniinisiSoanswanns KEadavuuuwasu 1a
HTTPS TU HTTP mikaisioskageayidsiu

This check looks for insecure HTTP pages that

HTTPS forms. The issue is that an insecure F UayaaIpananduUAAILNIY
page can easily be hijacked through MITM anc

secure HTTPS form can be replaced or spoofed. Usu ACTION k3amisiSanniw 1dav w4 than
aov Aavid HTTPS naasv (uly HTTP




A1sdllnu WORDPRESS

WordPress Analysis and Security Scan

Perform a Free WordPress Security Scan with a low impact test. Items checked in the FREE scan

Attempt to detect version of WordFress Core

Check any WordPress based site and get a high level overniew of the sites security Find Flugins & Theme in HTML response
posture. Once you see how easy it is grab a membership and test WordPress + Server < Attempt to enumerate first 2 WF users

Vulnerabilities with Nmap WordPress M5E Scripts, Nikto, OpenVAS and more, List page resources including js & iframes

lest for directory indexang enabled on key locations

Lheck oogle Sate Browse for reputation

Enter WordPrass Site(s) to Test *
Valid Target(s)

nttps)//présigent.suactn/iegals W, LB DR S O

WordPress enumeration type

Pt M aEE af WordFregs SIbE(s)

Launch Scan # ]

Site Security Overview Downioad Beport 4. TR Fipom

HTTPS://HACKERTARGET.COM/WORDPRESS-SECURITY-SCAN/




NanISdllnUu WORDPRESS

HACKER TARGET  WordPress Security Analysis
https://president.su.ac.th/legal/

This report presents the results of a passive analysis of HTTP responses for the target WordPress site.

Im}:l ISSUES FOUMD
k- =
& Wordpress version has security
WORDPRESS VERSION vulnerabilities
59.2 & Plugin needs updating
Version not latest release (6.9) A Core version not latest release

Update Now (see releases )

Page Ttk Web Server:
Apache/2.4.58 (Ubuntu)

Certificate: Shared Hosting:
Silpakorn University - valid to: 2026-06-29 1 sites found on IP
ns1.2 mns1s

IP Address
202.28.75.126 (202.28.75.0/24)

Hosting Provider:
UNINET-AS-5U-AP Silpakorn University, TH (AS140618)

ca
L
L
fv
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