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N1SATEAUANUNIBUMURUN TALATTURBUAMTUN1INTIAUTLNUYRSINT (Vulnerability

Assessment Preparation)

Wialnsandunisasiamdedlnivesssuvasaumea (Vulnerability Assessment) 1uluagnail
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1. anautALazdainuAvadLATaIRRNNLARSEMTUALAY (Scanner Station Requirements)

'
o

LASDIABUNNMDSNVIINUNNTULINALISALNULDILUT (Scanner Node) Aasllaussaussaasunis

o
[

UszaianatoyauSunuuinuaznsdeiudeyainievigeg1wiaiies Ingdiven vuanaaud@tudi (Minimum

(%

Requirements) #1494}
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¢ a wa & b o & .
aunsa FYALLDYAAMENUAVUAT | LrANAAIUINUU (Rationale)

(Component) (Minimum

Specification)
nudeUszudana | 4 Cores / 8 Threads msaunudedldnisuszaianawuy Multi-thread il
nas (CPU) (AuiE1 2.0 GHz TUlY) | 3uAs19f Plugin waw Rule #ng 9 mnaussaugsnniiil

91V LU IUNTUNEAYINU (Freeze) 5eniNas

189U
i28A1U3N 16 GB (wuxih 32 GB Ay | WWsunsuawnuldviieanudngunnlunmsivangiuteya
(RAM) 1) 294117 (Vulnerability Feed) uazUszaiananadnsiuy
Real-time

ﬁuﬁ%’mﬁu%’aga SSD 128 GB TulU (wfi  sududedd ssD erusalunisideu Log way
(Storage) Jenseulday > 50 GB) | Database y1nld HDD wuuauvsuaziinAawin (1/0

Bottleneck) ¥inlAnNSawNUa1E1DE19UN

STUULAIDUY Gigabit Ethernet Port AouToNRaNIUAd a1 (Wired Connection) Wity
(Network) (LAN) lainuzun1ld Wi-Fi Wasananuldiadesway

ANNUN (Latency) enadenalinadnsnaniaaou

52UUUUANTS Windows 10/11 (64-bit) = 5095UgaNALISALNUNINTFIUTEAY Enterprise
(0S) %39 Linux
(Kali/Ubuntu)

2. MSLA3PUNISAIALAIBIENNU (Scanner Configuration & Readiness)

ADUSUALTIUNIT LATBIARNUADILASUNITAIAILAZATIVFBUANUNS DU BT BINUTDRANAINNIUNATIA

De
=D
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n158Uiangudaya (Signature/Feed Update): fiaeinn1sdlinngiutoyatesind (Vulnerability
Database) wag Plugin vasendsaunulidunesdutiagiu (Latest Version) wlelsiaunsansiady
Foalvilndiagala

MsSANTSNEU (Power Management): fiassiarin Power Options vaaniadlidulnua *"Never
Sleep"™* (Muinglvuaiinuinevise Sleep) Winsddeuldnuaslduumnes Wewnnsaunuenald
ALY MINLATEVEATNNUNANIAL MTAUNURTALIVAITLT

n1SAIMUAAILATETNY (Network Setup): AIsAIwun P Address vada3asawnulmdunuunad
(Static IP) \floagninensnsIvaey Log wagnsvin Whitelist uugunsalanuuaense
anmuandanaanduls (Clean Environment): in3osaunualsifuiniosdildauaniznig
(Dedicated Machine) liflwensiuasdusumu uazdosasaandfauasiiedestunmsunsnszanegsyuy

Wsng

3. YUABUNTLAIINNIINDUISUALNY (Pre-Scan Operational Workflow)

dieldinszuaumsaunudiiullegnsaonfouazgnios fUiTAnuFesiiunemutunoudsl
3.1 misuamgﬂauazﬁmumauwm (Authorization & Scoping)

3.2 nMaweasuszuULIvung (Target System Preparation)

3.3 ATUIMTAIANISHIAN (Timing Strategy)

¥

“*afaaaiun s avsaniunislutisanndgldnudesnian (Off-Peak Hours) n3aueniiaiay

\ieannansEnuiuUIEANEAIN (Performance Impact) stogldaunaly

¥ s

“MISUAARDU UIEAUATEU (Systemn Admin) vi3egudiseiaieanau (SOC) Ivsunsuuwung

Y

TR wedsatumnudilafindndudonnaiuais
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1.1 ineuein1sHun1sUsEIaUY

Hulesvonmhenuazdecldfunisnsinaey uay dedhinu dedwilussiumnudsiselui:
1. szauangm (Critical)
2. szaugeun (Very High)
3. szAugs (High)

mnwuvealnaluseaud gy fesanidunisunlylfisyysegnouaisIgsu

1.2 w3asilefildlunisnsaagey

1. SSL Labs: mmaa‘ummgmmmﬂaamﬁ’amst,%awia (HTTPS)

2. WordPress Scanner: asiaadauadvasndoaniziiules WordPress (813)

3. OWASP ZAP: aviadeudadlnivasuaunaiatu (Application Security)
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unil 2: N1SAIIRFBUNSIUTHEYRYA (SSL Labs)
wWhvane: Wilensivaeuluiusesanudasnsis (Certificate) waznsiinssiatoya
FumaunsUfUa

1. Waduiusiwes wandnluil: httpsy//www.ssllabs.com/ssltest/

Home Projects Qualys Free Trial Contact

@ Qualys. ssL Labs

You are here: Home = Projects > 5L Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never
will.

Hostname: || Submit ‘

) Do not show the results on the boards

Recently Seen Recent Best Recent Worst

api-platform.cvent com wwwv usa-telecom supply A tiretire ir T
login.L.de www.businessbloomer.com A kiosk.fravisperking.co.uk T
wellness.com dknSw 1bi7i22w.cloudfront.net A birjobs.lincolnbuilders.com T
huggingface co download mozilla.org A resultmessage uat lifelabs ¢ T
www. lantern-digital.com wwnw.swosu.edu A equitransmidsiream.com T
Wp0.N0aa.gov ergo-ambulance.hu A www. pcbadiy.de T
www.pageturnpro.com videybokep.xyz ui.demo.aws.mcore.cloud T
jsahealthcare.com desconto-curso-oficial.com www. truck-assistance-interna ... T

[ 1 hanantinwsnuaaduled SSL Labs]

2. lured Hostname Thunideiuladvesmiagany Wy www.yoursite.su.ac.th) kd3na Submit

Hostname: | https://su.ac_th H Suhmit‘

Do not show the resulis on the boards

[n 7 2 uaasegamsnsenfeiuwainaul]

wi | 7



3. sosruuUseulana (Useunad 3 uii)

i3

4. NnsI9EeUNa: Lulediriunusaalangm A+, A 38 A- wintu

Server Test time Grade
1 2001:3¢8:2107:0:0:0:0:30 Sun, 23 Nov 2025 14:48:12 UTC
Unable to connect to the server Duration: 16.333 sec B
202.44.135.30
Sun, 23 Nov 2025 14:48:20 UTC
2 www.su.ac.th A
Duration: 91.286 sec
Ready

Home Projects Qualys Free Trial Contact

@ Qualys. ssi Labs

You are here; Home = Projects = SSL Server Test = su.acth = 202 44.135.30

SSL Report: su.ac.th (202.44.135.30)

Assessed on: Sun, 23 Nov 2025 14:50:00 UTC | HIDDEN | Clear cache Scan Another »

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

[0 3 wananadnsinge A led warndindnguaziden)

5. mstuiindaya: Wiunmminge (Screenshot) Miunsadaauiiouuuseny
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i <
Ui 3: N1sasadauIvlYnUsIAN WordPress
omncSulasver Wlg sanngae WordPress Tiuluviumii 4)
FumaunsUfUa

1. wWrluiidulesddmsuaunuesulatl wu httpsy/hackertarget.com/wordpress-security-scan/

HACKER TARGET SCANNERS® TOOLS® RESEARCH®  ASSESSMENTS®  ABOUTw 53 PRICING ‘ LOG IN ‘

WordPress Security Scan

Online WordPress Security Scanner to test vulnerabilities of a WordPress installation.
| Checks include application security, WordPress plugins, hosting environment, and web

server.

On this WordPress security testing page, there are two options. The first is a FREE

passive check that downloads a handful of pages from the website and performs

analysis on the raw HTML code. The second option is a thorough active scan that

attempts to enumerate plugins, themes, and users with custom WordPress auditing
; scripts that use the Nmap NSE framework.

WardPrece Analucic and Seriritv Sran

[0 W7 4 wansntnduladdnsuanny WordPress]
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2. n3on URL Auledvasvinu udanadu Start Scan
Enter WordPress Site(s) to Test *

https:g’,i’bdt.su.ac.tH

WordPress enumeration type

Passive Analysis of WordPress Site(s)

Launch Scan P

[297 5 wanen1snadsawn]

Site Security Overview

Valid Target(s)
www.example.com
https:/fexample.com/
192.16.1.1

[ Page Links l

[ HTTP Headers

Download Report 4, [ Nmap Port Scan

Automated analysis of https://decorate.su.ac.th/. Testing methodology included non-intrusive (passive) checks only.

W

WORDPRESS VERSION

4.8.4

Found in Meta Generator

[ Mot latest (6.8.3)

PAGE TITLE
#8211; Faculty of Decorative Arts, Silpakorn University #8211;

CERTIFICATE
Silpakorn University — valid to 2026-06-29
(ms12 |

SUBJECT ALT NAMES
Show SANs (3) v

IS5UES FOUND
Username enumeration

Core version not latest release

PHP End of Life

WEB SERVER
Apache/2.4.7 (Ubuntu)

X-POWERED-BY
PHP/5.5.9-Tubuntu4.29

PHP SUPPORT
4\ PHP 5.5.9 — End of Life (no security fixes)

[N 5.1 LanIs18azdunn1SaLNY tnafidiu Issues Found fadkiifidunanazsuiudandy 0]
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3. msnsIRdaUNa: S1unaludiusing o feil
o WordPress Version: foadufifen (ostudian) vieluiduiioudr Outdated
o Plugins/Themes: faslifisnenisudasiouduns (Vulnerable)
o User Enumeration: limsuanssiedo Admin

4. nstuiindaya: JunmmthasransawnuLieuuUII8aU vieadniiy Download Report @177

AUV
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unil 4: N1sA529EaUYRNIEI8 OWASP ZAP

TunauNSU{UR

1%
a o

1. amulvanlusunsuyl https://www.zaproxy.org/download/ wazfnnsaslunauiinges laeuntinaeas

1% ' v A a wa 9 Y 1w Y da $gva o
wwua idenandinaamussuudiinsnldey ndaniunianslnseuses

ZAPby Blog Videos Documentation Community Q O ’
Checkmarx

Download ZAP

. Warning - Browsers may flag the ZAP releases as potentially dangerous.

There does not appear to be much we can do about this.
For more details see Why does my Antivirus Tool Flag ZAP?

L. Warning - ZAP releases are currently unsigned.

On Windows, you will see a message like: ZAP_<version>_windows.exe isn't commonly downloaded. Make sure you trust
ZAP_<version> windows.exe before you open it.

To circumvent this warning, you would need to click on ... and then Keep, then Show more and then Keep anyway.

On macO0S, you will see a message like: "ZAP.app"” cannot be opened because the developer cannot be verified.
To circumvent this warning, you would need to go to System Preferences > Security & Privacy at the bottom of the dialog. You will

ZAP 2.16.1

Windows (64) Installer 234 B Download
Windows (32) Installer 234 1B Download
Linux Installer 226 M8 Download
Linux Package 224 B Download
macOS (Intel - amd64) Installer 251 MB Download

macOS (Apple Silicon - aarch64) Installer 255 1B Download

[0 6 wanstinaluan OWASP ZAP]
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2. \UnalUsunsu denwy "Automated Scan" USKauiiu Quick Start AuUINVBINT190

L7 Quick Start __d" =¥ Request = Response = Requester %

< Automated Scan ZAP.,

Checkmaxrx

This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

URL to attack: http:// v | @ Select...
Use traditional spider:

Use ajax spider: If Modern ~  with | Firefox Headless
L Attack Stop
Progress: Not started

[0l 7 wanstu Automated Scan UNWTNRBIAN]
3. Taveviuledlutas URL to attack wdinau Attack
4. FRAULIVADIULATUAIIINUIUATY 100% D19bdhaanin 1 Tl

5. P3Iv@RUNATIWAU "Alerts” (5Ussrua1ge)

=] History < Search M % Spider < HTTP Sessions 3 AJAX Sp

® @ &/; Full details of any selected alert will be displayed here.
v You can manually add alerts by right clicking on the relevant line ir

ISR Erglon- O oMY ST NOHSS (L) You can also edit existing alerts by double clicking on them.
» U Cross-Domain JavaScript Source File Inclusion (37)

» Y Passive Failure: error.optimization.requests.totalRequest: T
» U Web Browser XSS Protection Not Enabled (50)

>

U X-Content-Type-Options Header Missing (251)

nilh | 13



= History < Search [ Alerts & Output  #& Spider

@e v ¢
. Alerts (28)

U SQL Injection
[ SQL Injection - Oracle - Time Based (10)
[ SQL Injection - SQLite (8)
|4 Absence of Anti-C5RF Tokens (&)
|4 Application Error Disclosure (2)
[0 C5P: Wildcard Directive (2)
|0 C5P: style-src unsafe-inline (2)
| Content Security Policy (CSP) Header Mot Set (67)
|8 Format String Error
|"U Hidden File Found
|8 Missing Anti-clickjacking Header (49)
[0 X5LT Injection (3)
|- Cookie with Invalid SameSite Attribute (2)
|- Cookie without SameSite Attribute (4)
|- Cross-Domain JavaScript Source File Inclusion (2)
|- Information Disclosure - Debug Error Messages (2)
|- Server Leaks Version Information via "Server” HTTP Respons
|-J Timestamp Disclosure - Unix
|- X-Content-Type-Options Header Missing (62)
8 Authentication Request |dentified (8)

[0 " PR DR TS P N

[ATWA 9 hanIs18NIShaaiauluwiy Alerts]
[ High
™~ Medium
™~ Low
¥ |nformational

¥ False Positive

o fosldl sedums (High/Critical)

il | 14



6. MIEsTIBNU: AANLLY Report > Generate Report 1danidulwg PDF wie HTML

) ZAP Scanning Report

Generated on Fri, 4 Feb 2022 12:07:12

—— —
Summary of Alerts

Wectum

1ow

Blerts

if§8 68§ §/IE

Passing Rules

[A9 10 A9E95189 UNES14]
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unil 5: nsagunanazdesieau

W fiunisasavaeuasuiiunds igauadiuledaiiiunisaadl:

—_

AU "WUUNaSUTIBNUNANIINTITHRU (MTEALY)"

2. nsendeynadluwuuvlesuliasudiu

3. asaneflotofnivaey uagshmihmiieny

4. wuundngiuusznau (INds1ed1u ZAP, awniiae SSL, Mwuinge WordPress)

U aa v

duenansviavanands dninddviamalulad unnAnerdefaung weinisnsiaaeududuninugnaes
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L% %4

dnunfanamealulag unnInenasfaling

1. Yayanaly

TAUDBGTU 7 PUZ DU oo e e e e s e e e s e e s e e s e e e s s s e
AU IITVREBUS oo e e e e e e e s e e e e e e e e e e e e e s e e e e es e s e
URL TG 00EBU: oveooeeeeeeeoeeee oo e e e e e e e oo

guuildiamn (CMS): I WordPress DI 81 9 (S5U)

2. NANTIATIVADUAIWAULDY (Self-Assessment Checklist)
(Wenviiasesiney v adluvesdivasy uaznsendeyanumaniuaie)
dgaufl 1: n1sidsiadeya (SSL Labs)
HANIATIDHBULATA SSL: o (WU A+, A, B, Q)
O s (onsa A, A wise A+)
O lsisinu wavdesmslidinddiamaluladidrrevdelsidusnm
daufi 2: Viulud WordPress (Fon iAerdes winllléld WordPress)
O3 einu (liiwu Plugins/Themes Afivestn wag WordPress Wuneitutlagiu)

O Lisinu wazdesnisiidtnfdnameluladidngneselimusne

O Lsiviendos (lailald WordPress)
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dauft 3: nsaunuTeslnidaes OWASP ZAP

asUTIutedlmIfiny (QAnuiu Alerts)

FTAUAUTULSY (Risk L R
IUIUNNY (518119) Han1sussiuu

Level)

Critical / High (598un®) || oo ADUIAY 0 TVERIU

Medium (98&1) || s AIsunlvavle

Low (59&809) || e, gauTUAIIUGE e

Informational 598W) || oo ﬁéyaﬁﬁZU

N135UTDINANTITATIVEU

Pirvesusesin vulednananlasunisnsiaaeuiazuiludedwisedu High way Critical RunuAEu

(%

wad W3auAullakuULeNaENSUSENBUNNN Y Aatl:
O swvselwdnwuiiaenanisnsia SSL Labs
O swvselwdnnuiinaenanisnsia WordPress (613)

O wdseauatudiuain OWASP ZAP (PDF/HTML)

FIVUBVII oot s e

nil | 18



